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Legal requirements 

• Privacy laws
1. limit collection of personal information 
2. safeguard personal information 

• physical measures, for example, locked filing cabinets and restricted access to 
offices;

• organizational measures, for example, security clearances and limiting access on 
a “need-to-know” basis; and

• technological measures, for example, the use of passwords and encryption

3. notify government and consumers of certain breaches
4. set policies and keep records 

• Confidential information and trade secrets = duty to maintain confidentiality and 
not disclose

• Record retention laws 
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Breach trends

• Escalating costs
– Average cost per breached record = approx. $150 to $300
– Average cost of data breach = approx. $3.6 to $7 million dollars

• Escalating scale and size 
– Average 24,000 records

• Various causes
– malicious attacks – hacking/unauthorized access by third 

parties/state sponsored attacks
– system glitches and human error - accidental exposure of 

information (theft or loss)
– snooping - misuse of information by employees, contractors and 

insiders (disgruntled, curious, or corrupted)
– third party vulnerability 4



Cybersecurity, an oversimplified “how to”

AUDIT, PROTECT, DETECT, RESPOND AND IMPROVE 
• Take inventory, limit and secure à data, devices, software, admin 

and access privileges, secure networks, establish malware and 
boundary defenses, wireless access controls, etc.

• Assess readiness, skills/ability/knowledge and fill gaps
• Implement and follow policies, procedures and plans (and update!)
• Heighten organizational awareness with education and training
• Continuously assess vulnerability and remediate
• Maintain, monitor and analyze logs
• Penetration testing and red team exercises 
• Have an incident response team and plan in place
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Cybersecurity frameworks, guidelines and 
standards

National Institute of Standards and Technology (NIST) Cybersecurity 
Framework
International Organization for Standardization (ISO) and International 
Electrotechnical Commission (IEC) IEC 27001/2 Standards
Center for Internet Security (CIS) Critical Security Controls (CSC) 
Information Security Forum (ISF) Standard of Good Practice 
ISACA’s Control Objectives for Information and Related Technologies 
(COBIT)
International Society for Automation (ISA) ISA99 Industrial Automation 
and Control Systems Security  (also IEC 62443 and IEC 62734)
Payment Card Industry Compliance and Data Security Standard (PCI 
DSS)

Hire experts to audit and implement
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Data considerations

Know what you have 
• Conduct an audit to determine what data you hold 

– pay particular attention to personal information, including sensitive data, confidential information and 
trade secrets

• Collect and retain only what you need! Avoid over-collection. 

Know where it is kept
• Location - physical, cloud and jurisdiction

• Set rules for backups and archiving (e.g. minimize redundant and rogue storage and avoid non-secure 
storage to the extent possible)

Encrypt whenever viable
• Encrypt data when stored and in transit 

• Require data on portable storage devices to be encrypted first (portable storage devices are notoriously 
easy to lose and are susceptible to theft)

Destroy & purge 
• Retain data only as long as necessary or legally required 

• shred documents; destroy CDs, USBs; permanently wipe hard drives 
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Employee considerations

Written policies and procedures
– Duty to immediately report potential / suspected / confirmed security incidents

– How to spot potential scams (i.e., phishing, malware)

– Physical security (clean desk, locked drawers) 

– Bring your own device (BYOD) 

Awareness, training & education 
– On-boarding of new employees , with sign-off on policies 

– Conduct yearly re-training for all employees

Limit access 
– Access and privileges on a dynamic  “need  to know” basis 

– Restrict “admin” access

– Revoke access when no longer necessary 

– Implement a separation of duties 

– Off-boarding of employees 

Audit employees 
Hold third parties to the same standards 
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System considerations 

Control the use of computers and devices 
• Block access to inappropriate websites
• Prohibit use of unapproved software 
• Require employees to select strong passwords and change them at regular intervals 
Monitor 
• BYOD program – to ensure employees are following policies 
• Access and use of computer systems is authorized 
Systems 
• Keep security and anti-virus software up-to-date 
• Manage use of portable media and BYOD 
• Use a VPN for remote access 
• Back-up (this is especially useful in instances of ransomware) 
• Use data-loss prevention software 
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Be prepared … 

Create an incident response plan – easier to plan now then try to plan on the fly during a high-stress situation: 

• Involve senior level management – make it a corporate priority

• Identify key stakeholders & decision makers – with a clear leadership structure 

– Information technology 

– Legal & regulatory compliance 

– Security & risk 

– Communications - designate spokespeople, determine channels (Twitter, designated website, etc.) 

– Human resource 

• Engage / retain third parties – legal counsel, breach coach, cybersecurity insurance, PR firm, forensics, etc. 

• Identify legal notification obligations (who do you have to notify and when?) 

Test your incident response plan

• Set up a mock disaster, test how well the team responds and see whether there are any issues with your plan before a real disaster 
strikes 

Review your incident response plan

• Determine whether there are any new areas of risk that have been identified / developed since the plan was created 

• Revise your plan – hackers are trying to stay one step ahead of you! 
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You had a data breach – now what? 

Follow your plan - quickly and deliberately!   
• Assess risk – type of incident, type of personal information at issue, cause & 

extent of the breach, number of affected individuals, extent of foreseeable harm 
• Involve key stakeholders, third parties; notify your insurer 
• Retain legal counsel – can help to establish and preserve privilege over the 

organization’s communications and information generated about the breach
• Establish a communications plan and how much detail to provide 

– Consider brand impact and legal obligations
– Includes communication with employees, partners / vendors, customers, 

consumers, the public generally 
– Empower designated individuals to deliver the same, consistent message 
– Ensure your consumer-facing communication team has answers for when 

affected customers call 
• Send out legal notifications and disclosures (law enforcement, appropriate 

regulatory authorities, affected individuals) 
• Consider mitigation efforts like offering credit monitoring to affected consumers 
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Data breach notification 

• Mandatory breach notification in Alberta, and about 
to become mandatory in most other provinces
– Is there a “real risk of significant harm”?
– Notify government and affected consumers

• Goals: 
– encourage businesses to safeguard personal 

information and invest in security
– inform consumers to enable ‘self-help’ to reduce and 

mitigate their damages
– effective government oversight 

• ensure the government receives consistent and 
comparable information about data breaches12



Record keeping requirements

• All businesses will be required to maintain a record of any data breach that 
the business becomes aware of, and provide it to the Commissioner upon 
request (irrespective of whether the business concludes the breach gives rise 
to a real risk of significant harm to affected individuals). 

• The draft regulations also confirm a broad scope and 2-year retention period 
for data breach record-keeping.  

– Businesses must maintain a record of every breach of security 
safeguards for 24 months “after the day on which the business 
determines that the breach has occurred”. 

• Records must contain sufficient information to permit the Commissioner to 
verify compliance with the breach reporting regime.  

• For breaches reported to the Commissioner, the report submitted may be 
used as a “record” of the breach. 
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Class actions

Increased frequency after high-profile data breaches 
• Yahoo 
• Ashley Madison 
• Casino Rama
• Bell Mobility 

PLUS international regulatory scrutiny and international 
claims
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Class action settlements 

Walmart Class Action Settlement (2017) 
• Court approved settlement of class action

– Cash fund = $400,000 to be distributed to those affected by data breach
– Credit monitoring services (1 year) = $350,000 
– Counsel fee = $250,000 

Home Depot Class Action Settlement (2016) 
• Court approved settlement of the class action with slight modifications (reduction of 

counsel fee, declined to pay honoraria to representative plaintiffs) 
– Settlement = $400,000 
– Counsel fee = $120,000 

• Case against Home Depot was weak 
– Breach was due to hackers and not any wrongdoing by Home Depot; 
– No evidence that a class member absorbed a fraudulent credit card charge (credit 

card companies absorb losses, have sophisticated detection systems) 
– Home Depot was a “good corporate citizen” (openly and promptly notified consumers, 

reacted “generously” by offering credit monitoring, ID theft insurance, and ID 
restoration) and did not need behaviour modification 
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